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Current Technology Issues

by Gregg Zegarelli, Esq.

echnology moves fast, and its
speed increases exponentially.
In the old days, circa 1995, the
Internet was still commercially untest-
ed, and probably only a small percent-
age of your clients were seriously inter-
ested in technology-related legal issues.
That was then, this is now. Now, tech-
nology is fundamentally ubiquitous; if
your clients are interested in being com-
petitive, then they must understand how
the latest changes in the law can have
an impact on their decision-making.
The purpose of this article is to pro-
vide you, as a professional consultant,
with a small snapshot of various non-
tax legal issues affecting your commer-
cial clients. “Flags,” if you will—just
enough information to allow you to add
value to your professional service, by
possibly seeing an issue and directing
your ever-thankful client to obtain a full
resolution with their legal counsel. Re-
gardless of whether your clients or their
respective attorney already knew about
an issue, you score big points. Dare it be
said, however, that, by reading the fol-
lowing, you may have a better handle on
these issues than 95 percent of all attor-
neys (so, try not to grin too much when
you catch an attorney off-guard).
Remember, these highlights do not
attempt to overly explain the purpose or
reasoning underlying the state of the law.

Copyrights

A copyright is one of the four intellec-
tual property (“IP”) rights; the other three
are trademarks, trade secrets and patents.

A copyright protects the author of a
tangible work. Note that a copyright is
a legal right to copy. It is not to write
copy; thus, formatives of the word “copy-
written” are not applicable. Copyright
law is exclusively federal law.

You do not need to register the copy-
right to have a copyright (the author

owns the copyright immediately upon
creation). However, if the copyright is
registered with the federal government
within three months after the work is
first published, then the owner will ac-
quire additional legal rights making it
easier to prove damages. Intangible ideas
are not protectible; only a particular tan-
gible expression of an idea is protectible.
Compare the distinction of the once new
idea of an icon-oriented computer in-
terface with the actual icons used in any
particular icon-oriented computer inter-
face: that is, the Microsoft versus Apple
icon interfaces. Microsoft can use an
icon interface, as can Apple Computer,
but not the same icons to represent the
same function.

A copyright notice is not required
since 1989, but strongly suggested, so
as to eliminate an “innocent infringe-
ment” defense. The form of the notice
is the word “Copyright” or, preferably,
the “©” symbol, the year of first publi-
cation, and the owner’s name. Adding
“All rights reserved.” is not required, but
is also suggested for additional interna-
tional protection.

There are effectively six legal rights:
to copy, distribute, perform, display,
transmit and create derivative works. An
easy example of a derivative work is the
shortened television version of a major
motion picture. The owner of a copy-
right can transfer the entire copyright,
or license any or all of the rights, in
whole or part. By analogy, an owner of a
building may decide not to sell it, but,
instead, to lease one or more floors, for
various terms of years, with each such
lease having differing rights relating to
assignment and subleasing. This is the
job of an IP licensing lawyer: to proper-
ly divide the legal rights so only limited
rights are temporarily transferred. If your
client is the author of computer software,
make sure there is a proper written li-
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cense agreement; a merger/acquisition
opportunity can fall apart because an
acquirer cannot determine the terms and
conditions surrounding a use of a soft-
ware asset.

The author initially owns a copyright.
But, who is the author? It is not intui-
tive, so be very careful. The author is the
creator of the work, unless it is a “work
made for hire.” A “work made for hire”
is either: 1) a work created by a Form
W-2 employee within the scope of em-
ployment; or 2) created by a) an inde-
pendent contractor; b) creating one of
nine types of works; and c) with a writ-
ten agreement calling the work a “work
made for hire.” Yes, if your client hires
an independent consultant, there are
three conditions to ensuring your client
owns the work—and it’s not as easy as
just calling it a “work made for hire.” Im-
portant: who pays for the work is not a
criterion of basic analysis. Therefore, if
your client is paying for the creation of
any copyrightable subject matter (such
as Web sites and other computer soft-
ware) from an independent consultant,
there should be a written “work made
for hire” agreement with additional as-
signment terms, or the consultant may
continue to own the work.

A brief mention of a few new laws:
The new Sonny Bono Copyright Term
Extension Act increased the term of a
copyright to 70 years from death of
author, or, for a work made for hire, the
earlier or 95 years from publication or
120 years from creation. Based upon the
recent Digital Millennium Copyright
Act, Internet Service Providers, who
supply connections to the Internet, can
avoid contributory copyright infringe-
ment claims for others using their site,
but they must file a Statement of Des-
ignation with the Copyright Office.
With the passage of the Damages
Improvement Act, damages were in-
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creased to $750-$30,000 per work in-
fringed, and can be as high as $150,000

for willful infringement.

Trademarks and Domain Names

Unlike the other IP rights, trade-
marks have almost universal applicabil-
ity to your clients. Here’s why: businesses
have names, businesses create valuable
reputations, businesses want to own their
name, and businesses are not permitted
to confuse the public as to source of
goods and services. Accountants and at-
torneys have traditionally shared the role
of forming business entities for clients;
however, because of the increasing com-
plexities of trademark dynamics, accoun-
tants (and non-IP lawyers) should take
a competency reality check before assist-
ing clients with choosing company and
product names.

Having said that, a trademark pro-
tects the reputation of the enterprise as
it relates to the use of a word, picture or
slogan in its marketing efforts. The word
“trademark” is often used generally, but,
more specifically, a “trademark” relates
to products and a “service mark” relates
to services. In short, a trademark pro-
tects “secondary meaning;” that is, see
“Hoover” think “vacuum cleaner.” Like
a copyright, you do not need to register
a trademark to own a trademark, legal
rights are acquired with commercial use.
Trademark law exists at both the feder-
al and state levels.

Here is a fictitious example to dis-
tinguish a trademark from a copyright:
on your own time, you draw a mouse
with human characteristics with big ears
and red, short pants, and you call it
“Mickey.” You own the copyright. The
Disney Corporation wants to use your
mouse as its logo. You license them the
right to do so. Disney acquires trade-
mark rights based upon your license,
even though you continue to own the
copyright. Unlike a copyright, trademark
rights can continue forever, so, in the
previous example, a temporary license
would not make practical business sense
—Disney would probably want to ac-
quire “all right, title and interest” in the

copyright, not just obtain a license.
Copyright law protects the author’s
ownership interest in the artwork, trade-
mark law protects the commercial repu-
tation based upon use of the artwork.
Why register a trademark? First of
all, without a registration, trademark
rights are generally acquired only in the
territory of actual use. Without filing
with the United States Patent and
Trademark Office, could someone see a
trademark used only in Cleveland, and
then use it in San Francisco? Yes. Many
states provide for a trademark registra-
tion; however, such a registration does
not often grant meaningful substantive

Why register

a trademark? First of all,

without a registration,

trademark rights are

generally acquired only

in the territory

of actual use.

rights. A federal filing creates an “effec-
tive” use throughout the country. A fed-
eral registration of a mark, therefore, is
really the only way to “lock-up” a name.
Be very careful here: getting a corpo-
rate or assumed/fictitious name has no
direct bearing on trademark rights; there
are countless times that non-IP attor-
neys and accountants have incorrectly
advised clients that getting a corporate
name protects the trademark. In fact, it
could be evidence of an infringement.
Quite simply, they are different tracks
of analysis. For example, try calling your
state Corporation Bureau to see if the
name “Microsoft Fuzzy Logic, Inc.” is
available; they may say it is, and you
could set up the company with that
name, and you would get sued by Mi-
crosoft for trademark infringement.
Most state corporation bureaus check

for “technical distinctiveness” for track-
ing the entity, not the trademark “sub-
stantive distinctiveness” that prevents
confusion in the marketplace. Any new
business should investigate the trade-
mark implications and seriously consider
filing for a federal registration.

When evaluating registering a fed-
eral trademark, there are generally four
standards:

*  generic,
* descriptive,
* suggestive,
+ fanciful.

A generic word, such as “spoon” is not
able to be used as a trademark. A de-
scriptive phrase, such as “red delicious”
for apples is generally not able to be reg-
istered as a trademark, but may be reg-
istered after it acquires “secondary mean-
ing,” presumed after five years of use.
Suggestive marks like “Coppertone” that
suggest the nature of the product are reg-
isterable, as are fanciful marks, such as
“Xerox.” Generally, advise your client to
use a fanciful mark, it will achieve the
highest market value.

Unfortunately, here’s what happens:
new companies often want to use de-
scriptive words in the company name to
provide an idea of the nature of the ser-
vice, like “John’s Cleaning Services,” but
this is not preferred for trademark pur-
poses. Suggest a fanciful name, like
“JOCSERVS” then use a descriptive tag
line like “John’s Fine Cleaning Servic-
es”; thus, the client will build trademark
rights in the primary fanciful name, and
the tag line (which can always be re-
moved after the name acquires second-
ary meaning) will supply the selling de-
scription. Does “JOCSERVS” sound
strange to you? Remember, when
“KODAK?” and “XEROX” got started,
their names didn’t mean anything either.

You cannot use the “®” symbol until
you receive a Federal registration of a
trademark. From the date you file the
application for registration, you are pro-
tected, but it can take as long as one year
to obtain the registration. A registration
is valid for 10 years, but a filing must
occur between the fifth and sixth year
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after registration to prevent abandon-
ment of the registration. During the
pendency of a Federal application for a
trademark, or even if your client is not
intending upon registering the mark, you
might suggest use of the ““¥” and “™”
symbols, for services and trades (prod-
ucts) businesses, respectively, which will
put the public on notice that rights are
claimed in the unregistered mark.

The issue of domain names has been
a hot topic of late. As of a couple of years
ago, acquiring domain names was the
new gold rush. Domain name “squatters”
were registering mass domain names in
the hope of leveraging big buy-outs from
major corporations that were not quick
and deft enough to register their com-
pany names. Well, that party is over: the
laws have caught up with the issue. Spe-
cifically, as a result of the Anti-cyber-
squatting Consumer Protection Act of
1999, the owner of a registered mark can
seck relief against any person who, in bad
faith, registers, traffics or uses a domain
name that is identical, confusingly sim-
ilar to, or dilutes a name or mark. Thus,
if a squatter is battling with a registered
trademark owner, the squatter will now
usually be out of luck. To be fair, there
are ways to legally squat on a domain
name, but explaining how to do so is
beyond the scope of this article, and
the cost to the squatter can exceed
the benefit.

Here’s our general standard question
set when a client calls about a mark:
What is the mark; is it fanciful or de-
scriptive; is the domain name available;
if the domain name is taken, is the do-
main name owner in a related industry;
if no domain name is available or prior
domain name owner is in a different in-
dustry, then has anyone else filed a trade-
mark application with the United States
Patent Office for a similar mark; are
there any traceable prior uses of the
mark; if no prior trademark filings or if
any prior filer(s) and users are in differ-
ent industries, then acquire a domain
name and file the trademark application.

The United States Patent and Trade-
mark Office now has a very powerful
Web site (www.uspto.gov) that includes

online searching and filing, with credit
card payment. Again, however, notwith-
standing the convenience of filing, be
very careful before advising your clients
in this area, as you could be held to the
standard of an IP lawyer, and this area
of the law is very dynamic and tricky.

Trade Secrets

A trade secret is a secret that gives a
business a commercial advantage.
Simple enough, but there are a few tricks
to keep in mind when you advise
your clients.

For example, there are a plethora of
legal documents that provide that con-
fidential information will be maintained
for five years. But, there is no inherent
reason for this limit, and even otherwise

A secret like

the formula to Coke

or the KFC chicken recipe

could be (and should be)

a secret forever.

“very sophisticated attorneys misunder-

stand the issue. A secret like the formula
to Coke or the KFC chicken recipe
could be (and should be) a secret forever.
Unfortunately, the drafting confusion
has caught on. Often what clients in-
tend to say is that the window of time
within which any information traded
will be considered to be confidential is
five years, even though information
traded within that window of time could
remain confidential forever. However,
instead, they say that the confidentiali-
ty obligation will only be for five years.
Stated another way: trade information
on the last day of the five years, it is con-
fidential and could be protected forev-
er; trade the information one day after
the five years, it is not confidential in-
formation. Of course, if your client is
receiving the confidential information,
the analysis will obviously change.
Another major common mistake is
that some business persons think that a
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“mutual” confidentiality agreement must
be acceptable for signing: it’s mutual,
right? But, the problem is that such doc-
uments almost always say, “what is yours
is yours, and what is mine is mine.” The
problem is that the document does not
address the question that will be at is-
sue in a dispute: “what is the actual stuff
that is yours, and what is the actual stuff
that is mine?” That is, the agreement
begs the basic question. Always try to
specifically identify the genus and spe-
cies of the confidential information to
be respectively traded. Many mutual
agreements do not even come close to
handling who owns any new subject
matter that may be created as a result of
the trading of information. And, gener-
ally, clients are best advised not to sign
mutual confidentiality agreements un-
less there is a true mutual exchange of
information, since it misrepresents the
true flow of information.

Keep in mind that a secret must be
treated like a secret. Thus, employees
and consultants should sign a written
confidentiality agreement. Trade secrets
are also the only method to attempt to
protect ideas, since ideas cannot be pro-
tected-by- copyright or patents, which
protect only the specific implementation
of the idea. However, protecting a gen-
eral idea in confidentiality agreements
requires great deftness, even from IP
lawyers, and clients are usually best ad-
vised to reduce the idea to a tangible
form that would otherwise satisfy copy-
right standards, even if the work remains
confidential and unpublished.

Patents

Patent rights are determined exclu-
sively by federal law. In short, a patent
is the exclusive right to make, use or sell
an invention for a period of 20 years. The
government grants this “monopoly” in
return for a public disclosure of how the
invention operates. So, here’s the deal:
the public benefits by having the oppor-
tunity to review, and presumably im-
prove upon, the invention, and the in-
ventor benefits by receiving a legal mo-
nopoly on the patented work.
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There are generally five requirements:
. the applicant must be the inventor;
2. the invention must be “patentable
subject matter;”
. the invention must be novel;
. the invention must be useful; and
5. the invention must not be obvious.

=Y

W

Similar to copyrights, ideas are not
patentable, although the particular
application of ideas are.

Generally, the person who applies for
a patent must be the first person to con-
ceive of the invention and reduce it to
practice. An invention is conceived when
there is a definite idea of the complete
invention and all of the steps necessary
to create it. An invention is reduced to
practice when it is actually created or
when the patent application is filed with
the Patent Office. There is an exception
if a person is hired for the purpose of
inventing or if employees have assigned
their rights to the patent. Again, watch
for jointly created works.

If a process was previously disclosed
to the public, then it is considered to be
“anticipated” by the prior art, and thus,
it is not novel. The Patent Office con-
siders an invention to be previously dis-
closed if it was publicly known or used
by others in the United States or was
patented or described in a printed pub-
lication in any country more than one
year prior to the date of filing the appli-
cation. However, some important for-
eign patent laws in this regard are much
more restrictive than United States laws,
so proper advice should be obtained pri-
or to the release or public use of the
patented technology. Inventors should be
extremely cautious when publicly testing
potentially patentable subject matter, and
confidentiality agreements are a must.

The Patent Office now has a “disclo-
sure document” filing, which allows an
inventor to document the date of the
invention with the Patent Office, prior
to filing the patent application. The dis-
closure filing will be valid for two years,
but the two-year period is not a “grace
period” and the inventor must still time-
ly file the patent application.

The requirement that a patent be
“useful” is derived from the United

States Constitution which gives protec-
tion to “useful” arts. The utility of an in-
vention must be affirmatively demon-
strated in the patent application because
otherwise the patent would give such
broad protection that it would be pro-
tecting the idea itself rather than the ap-
plication of the idea. “Non-obviousness”
means that the process embodied in the
patent claim represents more than merely
the next obvious step in the development
of the art to which the claim relates. The
difference between novelty and non-ob-
viousness is that novelty asks whether the
invention is new and different; non-ob-
viousness asks whether a person could
or would have thought of the invention
given exposure to the prior art.

Uniform Computer Information
Transaction Act (UCITA)

On July 29,1999, the National Con-
ference of Commissioners on Uniform
State Laws (NCCUSL) adopted the
Uniform Computer Information Trans-
action Act (UCITA). This is a uniform
state law, which means, like the Uniform
Commercial Code, that each state will
need to unilaterally adopt the law in
some form. Therefore, the law will ap-
ply only in any state that has adopted
the law. At the time of this writing, only
Maryland and Virginia have passed
UCITA, and only Hawaii, Iowa, Illinois
and Oklahoma have entered legislation,
with Washington, D.C. recently getting
into the fray.

In short, this new law is a blend of
the Uniform Commercial Code and
copyright law as applied to technology.
The discussion regarding this new po-
tential law has not been friendly, how-
ever, as there has been much heated de-
bate from many interest-groups regard-
ing its application and necessity. From
1995 until Spring of 1999, UCITA was
known as Uniform Commercial Code
Article 2B, but that was abandoned in
controversy. UCITA enforces the broad
use of “shrink-wrap” and computer
“click-on” licenses (called “mass-market
licenses” in UCITA). The scope of
UCITA is extremely broad. For example,
“computer information,” under UCITA,

includes everything from copyrighted
expression, such as stories, computer
programs, images, music and Web pag-
es, as well as other traditional forms of
intellectual property, such as patents,
trade secrets, and trademarks. It also in-
cludes newer digital creations such as
online databases and interactive games.
Here’s the rub: during the years of de-
bate over UCITA, interpretations of pre-
existing law regarding technology issues
have already begun to evolve. Many le-
gal community commentators are of the
opinion that UCITA is now not
necessary.

While it may be important for you
to inform your clients that this new law
is looming, because of its current limit-
ed enactment, we will need to wait and
see to what extent the law becomes
accepted.

Electronic Signatures

There are two general categories of
laws. Individual state laws, generally as
sponsored by the NCCUSL, adopted in
the form of the Uniform Electronic
Transactions Act (UETA), and the Fed-
eral Electronic Signatures in Global and
National Commerce Act (ESIGN).

UETA was adopted by the NCCUSL
in July, 1999, and ESIGN became effec-
tive on Oct. 1,2000. The subsequent pas-
sage of the Federal ESIGN has made the
mix more interesting, since it preempts
UETA to some extent and forces the le-
gal analysis of whether a state law exists,
whether it is UETA compliant and
whether the provisions are more or less
restrictive than ESIGN. At least 18 states,
including California, Pennsylvania and
Ohio, have passed versions of UETA.

Regardless of what provisions of
each state law are effective or are pre-
empted by ESIGN, the consolidated
result is that the laws ensure that: with
respect to any contract entered into, and
notwithstanding many pre-existing
laws to the contrary, the validity of such
contract will not be denied just because
the contract is founded upon an elec-
tronic record or has an electronic sig-
nature. The laws set forth a framework
for covered transactions, and attempt
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to avoid surprises for unsophisticated parties dealing in rela-
tively new media. The laws also provide a solid legal frame-
work for the continued evolution of e-commerce.

The bottom line is that electronic signatures are now en-
forceable in many instances. The primary exception is where
documents must be notarized and recorded with governmen-
tal agencies, such as deeds. If you have clients dealing with
electronic transactions where electronic signatures have been
avoided because of the unsettled law, they may now have new
opportunities for revised business models.

Privacy
The United States Federal Trade Commission has taken a

great interest in the marketing efforts of Web sites, as well of The more s IOts you

the use of the data which is solicited over the Internet. On

April 21, 2000, the Children’s Online Privacy Protection Act have to ﬁ I I ’ the more

(COPPA) became effective. This new law has widespread im-

plications for e-commerce. ways we can he' p.
Basically, COPPA became necessary because of the “hey DeVry. It’s your one source resource.

kids, want some candy?” types of Web sites. Those Web sites

i A . ) Our Institutes of Technology turn out grad-
that target children to solicit their personal information. How-

uates who are highly skilled in a variety of
fields: computers, business, telecommunica-
tions, electronics and accounting.

ever, all e-commerce sites must evaluate whether they unwit-
tingly fall into the scope of the law.
In short, if the e-commerce site targets children younger

than 13 years old or knowingly receives information from chil- Our Keller Graduate School division

dren of the same age group, the site must comply with a pleth- produces skilled Master’s level graduates in
ora of new standards and constraints. The law is certainly well- Business Administration (MBA), Information
intended, but you need to counsel your clients to evaluate all Systems Management, Accounting and

of their on-line questionnaires, databases and target audienc- Financial Management, Project Management,

es. For example, if your client has a teenage clothing store or Human Resource Management, and

Telecommunications Management.
Our Becker Conviser CPA Review pre-
pares individuals for certification in public

sporting goods store, it may be deemed to target children, and
the law would apply. As a result, your client would need to
obtain parental consents, as well as track the use and access to
the specific data. These standards become particularly conse-

quential in mergers and acquisitions in a dynamic industry. and managerial accounting. Since 1957, over
In conclusion, technology issues are now completely inter- a quarter-million CPAs have come from

twined with your clients’ traditional strategic business deci- Becker’s review course.

sions. Only with an understanding of some of the hottest For more information, visit our Web site at

legal issues, can you give the advice and direction that your

: 2 www.devry.edu or call the number that fits
client requires. &

your needs.

Gregg Zegarelli, Esg., can be reached by writing to 429 Forbes D.-W
Ave., Pittsburgh, PA 15219-1616, 412.765.0400, or at -

A higher degree of success?

www.zegarelli.com or info@zegarelli.com. Gregg Zegarelli

primarily represents high~technology clients, and has personally

negotiated contracts with Disney, Intel, Mattel, Microsoft, Sony DCVI‘y/ Columbus Keller/Columbus
and Xerox. Nothing in this article is intended to render legal or (614) 253-7291 (614) 251-6969
other advice; you must engage the services of an attorney fo Becker Conviser CPA Review
advise you or your clients regarding particular circumstances. 1-800-868-3900 ext.94
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